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ISIS Malaysia
The Institute of Strategic & International Studies (ISIS) Malaysia was established on 8 April 
1983 with a mandate to advance Malaysia’s strategic interests. As an autonomous research 
organisation, we focus on foreign policy and security; economics and trade; social policy and 
nation-building; technology and cyber; and climate and energy.

We actively conduct Track 2 diplomacy, promoting the exchange of views and opinions at the 
national and international level. We also play a role in fostering closer regional integration and 
international cooperation through various forums, such as the Asia-Pacific Roundtable, ASEAN 
Institutes of Strategic & International Studies network, Council for Security Cooperation in 
the Asia-Pacific, Pacific Economic Cooperation Council, Network of East Asian Think-Tanks, 
Network of ASEAN-China Think-Tanks and ASEAN-Australia-New Zealand Dialogue.

King’s College London
The Department of War Studies at King’s College London is a world-leading academic 
department dedicated to the interdisciplinary study of conflict, security and international 
politics, with research and teaching spanning undergraduate to PhD levels. It is one of the few 
departments globally focused on understanding the complex realm of war, peace and security 
through integrated teaching, research and engagement. Cutting-edge research underpins a 
wide range of public engagement activities, including events, news features, podcasts and 
impact initiatives. The department facilitates interaction and knowledge exchange between 
the study and practice of security and foreign policy by providing expertise and insight to 
policymakers, parliamentarians and industry in Britain and beyond.
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Foreword 
A salient feature of international trade today is the strong presence of interlinked global supply 
chains in the manufacturing sector. In the pursuit of economic efficiency and cost effectiveness, 
business operations across many industries have become increasingly international, involving 
differentiated processes in different countries. Nowhere is this more evident than in the 
semiconductor industry. 

Describing them as “the new oil” doesn’t quite do justice to the fact that semiconductor devices 
or microchips are effectively the brain behind modern life towards civilian as well as military 
uses. Hence, it cannot be overstressed how critically important semiconductor supply chains 
are and how dependent they are on specialised hubs for design and production across North 
America, Europe and East Asia. As the world’s sixth largest semiconductor exporter, Malaysia 
is an indispensable part of this ecosystem.

However, the global nature of semiconductor supply chains is inherently vulnerable and highly 
prone to disruption. Both man-made and natural crises, such as geopolitical competition and 
pandemics, threaten to upend the seamless movement of goods and capital needed to keep 
the industry and the world at large running. For Malaysia, the stakes are high, given the sector’s 
substantial contribution to its economy. 

This policy brief, produced in collaboration with the Centre for Science & Security Studies within 
the Department of War Studies at King’s College London, explores the factors that contribute 
to supply chain vulnerability and proposes recommendations to enhance national resilience. 
A crucial angle in this analysis is our case study of Malaysia’s semiconductor industry, which 
is the first in recent years to map the diverse profile of its semiconductor trade and investment 
across the supply chain. 

This interdisciplinary work emphasises the need for countries to prioritise policies that build 
agility and promote economic security. As global economic and technological competition 
intensifies, Malaysia’s relevance in the semiconductor landscape depends on its capacity to 
adapt to external shocks and address domestic challenges with clarity and purpose.

Datuk Prof Dr Mohd Faiz Abdullah 
Chairman 
Institute of Strategic & International Studies (ISIS) Malaysia
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1	 Introduction 

1.1	 Overview of supply chains 

Over the past three decades, globalisation has created unprecedented opportunities for 
economic growth. The progressive integration of the world’s economies, driven by new 
technologies and liberal trade policies, has created conditions that allow more of the global 
population to access more advanced consumer goods and services than ever before. 

At the centre of this interconnected system are global supply chains. These are the 
international, interdependent networks of supply and production that support the journey from 
supplier to consumer. From the late 1990s onwards, considerable attention was devoted to the 
various ways that “cross-border production and supply chain arrangements … could improve 
the efficiency of even the most complex manufacturing processes”.1 Today, these networks 
“have become the world economy’s backbone and central nervous system”.2 Companies now 
depend on geographically dispersed “chains of specialised suppliers rather than a vertically 
integrated model of production, where one company performs most tasks”.3

Supply chain arrangements bring enormous benefits in terms of efficiency, speed and flexibility. 
At the same time, increased interconnectivity and dependencies also raise risks. Global supply 
chains of growing length and complexity are now more prone to disruption than ever before. 
Simply put, “you are left vulnerable when you depend on a single supplier somewhere deep in 
your network for a crucial component or material”.4 And the drivers of disruption are many and 
varied, ranging from natural disasters to cyber-attacks, and from state conflict to public health 
emergencies.

1.2	 Semiconductor supply chains: significance and significant

One specific area of vulnerability is found in semiconductor supply chains. Semiconductors, 
commonly known as integrated circuits or chips, have been described as the “essential building 
blocks of electronic devices, forming the foundation upon which modern technology is built”.5  

They are present in technologies of all kinds, from refrigerators to missile guidance systems, and 
enable “the creation of increasingly powerful and energy-efficient systems that drive innovation”.6

Given their importance and the widespread nature of their use, little surprise that semiconductors 
hold enormous strategic significance. Thadani and Allen argue that the “semiconductor industry 
and its supply chain increasingly rival oil and gas in terms of their importance to international 
relations, the attention they receive from senior leaders in government and business, and their 
use as a tool of foreign policy.”7  

This strategic dimension to semiconductors means that demand far exceeds supply and there 
is fierce competition over their acquisition. No single state has developed all the required 
technologies to produce advanced semiconductors. Production relies on a small number of 
firms in a handful of countries – mostly in the Indo-Pacific – some of which are at the epicentre of 
strategic competition between global powers. In short, supply chains involving semiconductors 
are inherently vulnerable.
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With semiconductors, the risks are even more acute. Their centrality to technology means that 
even minor disruptions could have important consequences and large-scale disruption would be 
hugely consequential for economic, military and social activity. One industry source, for example, 
estimates that conflict disrupting and damaging key aspects of the semiconductor supply chain 
could set the global economy “back at least 20 years”.8 

1.3	 Impact of geopolitical crisis on supply chains

Against this background, this report seeks to explore the intersection of geopolitical crisis and 
supply chain surety. It considers the potential for geopolitical crises to disrupt semiconductor 
supply chains. The analysis includes a typology of crises with geopolitical and supply chain 
implications. The report then considers how supply chain resilience might be enhanced. It draws 
on international best practice and newly emerging approaches, setting out recommendations for 
enhanced supply chain resilience.

This report uses Malaysia as a case study to explore the vulnerabilities and mitigation efforts of 
a medium-sized player in the semiconductor manufacturing sector. Over five decades, Malaysia 
has emerged as a critical node in global semiconductor supply chains. It is now the world’s sixth 
largest semiconductor exporter, supplying major markets worldwide while attracting substantial 
foreign direct investment.9  This deep integration, coupled with the industry’s sizeable contribution 
to the national economy, makes Malaysia both indispensable and exposed to supply chain shifts. 
As a case study, Malaysia could help illuminate some of the key challenges and risks facing 
countries that are key players in the semiconductor space.

The report is structured in six parts. Building on the introduction, Section 2 considers the concept 
of geopolitical crisis and associated risks. To aid discussion, it sets out a loose typology of crises, 
their likelihood and impact. Building on the crises and potential for disruption, Section 3 moves 
to focus on supply chains and the vulnerabilities that make them susceptible to disruption. The 
key question underpinning this section is: what are the factors that contribute to supply chain 
vulnerability? Section 4 considers the issue of resilience and how this can be developed in global 
supply chains. Section 5 sets out the case study of Malaysia. The section explores Malaysia’s 
emergence as a critical node in global semiconductor supply chains and considers some of its 
risks and vulnerabilities. It also highlights measures being considered or pursued by relevant 
authorities in Malaysia. Section 6 concludes and presents some recommendations for measures 
that could enhance supply chain resilience, both in Malaysia and more broadly.

2	 Geopolitical crisis and supply chain disruption 

In the current international context, the prospect of geopolitical crisis is seen as the greatest 
threat to international markets and the global economy.10  Broadly speaking, geopolitics describes 
the various ways that economic and political power is used to control networks, territory and 
physical features, as a means of generating or increasing influence.11  Geopolitical crises can be 
generated directly by a political actor, as in Russia’s invasion of Ukraine in 2022, or as a second-
order effect, that is a by-product of unforeseen and possibly uncontrollable external events, such 
as in response to natural disasters.
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From a business perspective, geopolitical crises can generate immense instability and could 
disrupt profoundly business operations, from operational challenges to financial stability, in 
unexpected ways. This is particularly the case with global supply chains, which form part of a 
delicate international ecosystem. With a distributed network model, crises on one side of the 
globe can have reverberations on the other side. 

2.1	 Typology of geopolitical crises 

Table 1 provides a loose typology of crises to help frame the discussion of their nature and 
geopolitical effects. The typology is divided into two main parts by the origins of the crisis: the 
first part covers human crises, including conflict, other efforts to project political and economic 
power, and those resulting from isolated incidents or phenomena (Box 1 in Section 2.1.5). The 
second part includes crises with natural causes but that could have knock-on geopolitical 
effects or dimensions as governments and other actors seek to respond to them. 

Each phenomenon is assessed by its likelihood of occurrence and potential impact, whether 
it is low (L), medium (M), high (H) or already occurring. Relevant examples of phenomena are 
also provided where applicable.

	 Table 1. Typology of geopolitical crises
	 with supply chain implications

Origin Phenomenon Likelihood Impact Examples and remarks

Human 
(geopolitical 
effects)

Conflict
(regional or 

global)

L H Potential clash between China, 
the United States and regional 
partners in Asia-Pacific

Conflict 
(localised 
between 

regional actors)

L-M M-H Russian invasion of Ukraine 
(2022-present); Israel’s Gaza 
War (2023-present)

Grey-zone 
activity

Occurring L-M Russian covert action and 
sabotage efforts across Europe; 
competition over various 
territories and islands in South 
China Sea; cyber-attacks by 
state actors 

Terrorism Occurring L-M Terrorist attacks on 
infrastructure and related 
government response
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	 Source: KCL’s analysis and tabulations
	 Note: L=Low, M=Medium, H=High

Other violent 
non-state acts

Occurring L-M Somali piracy, Houthi missile 
attacks on shipping and related 
government response.  

Economic and 
technological 
competition

Occurring L-M Tariffs and export controls – as 
used in “chip war” (Box 3)

Labour-related 
issues

Occurring L-M Labour shortages from 
bottlenecks in training and 
human resource development; 
industrial action in ports, 
logistics and/or manufacturing – 
e.g. US port worker strikes in late 
2024 and early 2025

Counterfeiting Occurring L-M A growing threat to supply chain 
integrity, said to cost the US-
based chip industry US$7.5 
billion per year 

Wildcard 
events

Occurring L-M Smaller isolated incidents – 
largely at logistical and industrial 
nodes (Box 1)

Natural 
(second-
order 
geopolitical 
effects)

Pandemic L-M H Covid-19 – affected every 
country (Box 2)

Epidemic M-H M Avian flu caused an egg shortage 
in the US, causing prices to more 
than double

Natural 
disaster 

with regional 
impacts

L-M H The 2004 Indian Ocean 
earthquake and tsunami 
destroyed critical infrastructure 
in affected areas, beyond the 
substantial loss of life 

Natural 
disaster with 

localised 
impacts

M-H L The Fukushima earthquake 
in 2011 had an impact on 
automotive and semiconductor 
supply chains
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Regional and global conflicts

“Man-made” crises range from low-likelihood and high impact events, such as regional or 
global conflict, to events already occurring with lower to medium impacts. For example, war 
will inevitably have one of the greatest disruptive effects on global supply chains. Consider 
the conflict in Ukraine, which had a clear impact on supply chains into and out of Ukraine, 
including trade in grains. It also disrupted logistical networks, with commercial flights to and 
from the country suspended since 2022, and goods having to be moved by road or rail.13

  
This conflict also had second-order logistical effects. Many Western airlines, apart from 
avoiding Ukrainian airspace, have also been banned from Russian airspace in retaliation for 
Western sanctions, adding between two and four hours and associated fuel and personnel 
costs to routes from Europe or the US to Asia.14  

With semiconductors in mind, the potential flashpoint that would have the greatest disruptive 
effect would be any conflict involving Taiwan, where 60% of the world’s semiconductors and 
more than 90% of the most advanced ones are produced. Conflict involving Taiwan, and 
disruption to the semiconductor manufacturing base, could cause an unprecedented global 
economic shock, potentially setting the world economy back decades.15  

Other conflicts have also had knock-on effects on supply chains. The war in Gaza and tensions 
between the US and Iran saw the Houthi rebels in Yemen attack more than 60 vessels between 
October 2023 and March 2024 in the Red Sea, just below the southern end of the Suez Canal, 
disrupting shipping and raising costs. The Houthis have also previously targeted airports in 
Saudi Arabia with missiles.16

Sub-state and ‘grey-zone’ activities

Below the threshold of open conflict, grey-zone activities have also had an impact on supply 
chains. Russian efforts to wage hybrid warfare across Europe through covert action and 
sabotage have clear potential for disruption. For example, alleged Russian efforts to place 
an incendiary device in the cargo hold of commercial freight or passenger aircraft destined 
for the US could have huge ramifications for air cargo.17  Russian efforts have also included 
sabotage of industrial facilities in Europe, including arson at manufacturing facilities in the UK 
and Poland.18  Cyberattacks could also disrupt industrial operations.

Terrorist incidents have also been shown to impact on supply and logistical chains. The US 
government’s response to the 9/11 terror attacks, including delays at the Canadian and Mexican 
borders, caused extensive supply chain disruption.19 Incidents can also cause significant 
disruption surrounding individual logistical nodes. For example, the crash of Metrojet Flight 
9268, which exploded after leaving Sharm El Sheikh International Airport in Egypt in October 
2015, was likely the work of a terrorist group. Flights were disrupted for several weeks after the 
incident while investigations were underway, stranding as many as 100,000 tourists.20

 
Other actions by sub-state actors can also create instability and disruption near to global 
logistical flows. For example, Somali pirates were linked to 1,068 attacks on ships resulting 
in 218 successful hijackings and the abduction of at least 3,741 crew members up to 2013. A 
World Bank study noted that in 2010 about US$1.6 trillion in global trade travelled along routes 
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affected by piracy, and Somali piracy cost the global economy an estimated US$18 billion 
annually, including ransoms, insurance, security measures, rerouting and/or increased speed, 
or using other transportation modes.21

Economic and technological competition

Economic and technological competition has also disrupted supply chains. The US and 
other nations have in recent decades deployed sanctions and export controls. A particular 
focus in recent years has been high-performance semiconductors, a key component in the 
development of artificial intelligence (AI). The US has sought to prevent the transfer of these 
semiconductors and equipment for their manufacture to China. The struggle over this crucial 
technology has been described as a “chip war” (Section 3 and Box 4). 
 
The second Trump administration has shown greater interest in using tariffs to reshape its 
international trading relationships, a tool also used and threatened the last time Trump was 
in office in 2017–2021 and later used by the Biden administration against China. The US 
imposing tariffs raises the costs of goods for US consumers, and sees industry scramble 
to renegotiate contracts, find alternative sources of supply, and related logistical routes. 
Following his entry into office in January 2025, tariffs have been imposed and lifted against 
most countries and a range of sectors, sometimes with hours’ notice or for just several days 
before being lifted or paused. Tariffs and tit-for-tat responses have the potential to escalate 
into a broader trade war, as targeted economies respond in kind seeking to inflict economic 
pain to see the tariffs revoked. 

Counterfeiting

Counterfeiting is a well-known and global issue that can undermine legitimate business, 
endanger consumers and create significant costs for governments. Counterfeits can infiltrate 
global supply chains through the production of seemingly high-quality components, which 
are sold through legitimate channels and passed off as genuine items. In the semiconductor 
sector, this might include, for example, unauthorised “cloned” microchips, created from stolen 
design information or the chemical washing of genuine chips and relabelling them as higher 
specification items.
 
This can have an impact on the supply chain in a number of ways, resulting in “high(er) costs, 
delays, lost sales, product recalls and even legal action.”22  Counterfeiting is also a highly 
dynamic phenomenon that can exacerbate the impact of other types of supply chain disruption, 
with counterfeiters looking to take advantage of opportunities where supply chain shortages 
are an issue. For example, the recent global semiconductor chip shortage, precipitated by the 
Covid-19 pandemic, led to counterfeiters flooding the market with chips.23

Countries may support counterfeiting operations in different ways. For example, in North 
Korea, counterfeiting is a state-directed enterprise, seen as a vital source of revenue, given 
its long-standing economic failings.24  Other countries may support counterfeiting indirectly 
through their failure to establish laws that protect intellectual property (IP), lax labour market 
regulations and high levels of corruption.25
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Wildcards

The category of “smaller isolated incidents or phenomena”, essentially wildcards, is also included 
in Table 1 (Box 1 contains more information). These can have a huge impact if they occur at or 
near to logistical nodes. Ports can be dangerous places, with small errors in the movements of 
huge cargo ships being extremely damaging, as well as accidents hosting hazardous materials 
having disruptive effects.  Also, terrorist attacks can trigger broader changes to processes, which 
can also impact supply chains that reverberate long after the attacks themselves. 

Natural disasters

Crises derived from natural phenomena also can have geopolitical impacts and, by extension, 
impact on supply chains. The most extensive supply chain impact of a natural phenomenon in 
recent memory was the Covid-19 pandemic (Section 3 and Box 2), when many countries imposed 
lockdowns that curtailed economic activities. Changes in labour practices – as many workers 
moved to work remotely – heightened demand for certain products, including computers and IT 
equipment. The crisis had a geopolitical and geoeconomic dimension as different governments 
competed for personal protective equipment (PPE), vaccines and other goods to fight the 
pandemic.31 In addition, countries expanded their use of non-tariff measures, such as export 
restrictions, ostensibly to safeguard domestic supply of medical products and equipment.32  

  Box 1. Wildcards: when small, and often isolated, incidents 
	 have enormous effects  

A range of one-off incidents have had extensive impacts, affecting shipping, logistical 
hubs and industrial facilities.

•	 Shipping disruptions. In March 2021, the Evergiven, a 400m cargo ship capable 
of carrying 20,000 twenty-foot equivalent unit (TEU) containers, became lodged 
across the Suez Canal for six days. Almost 12% of global trade passes through 
the canal and the incident held up US$9.6 billion of trade each day.26 Increasingly 
common lithium battery fires have also had disruptive effects, causing damage, 
diverting ships and affecting schedules. They are a major factor in the doubling of 
container ship fires in 2022 compared to 2021.27 

•	 Accidents at ports. In August 2020, a large quantity of ammonium nitrate exploded 
at the Port of Beirut in Lebanon. The port, which typically processes 70% of the 
country’s imports, was out of commission for several weeks.28 In August 2024, 
a huge explosion on a container ship at the Port of Ningbo-Zhoushan in China, 
among the world’s busiest, caused parts of the port to be closed for several 
days.29  

•	 Incidents at industrial facilities. Fires and other incidents at factories can cause 
destruction, delays and knock-on effects.30  

 
Source: KCL’s analysis
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Other natural disasters can also impact on supply chains, from huge regional events, such as 
the 2004 Indian Ocean earthquake and tsunami, which killed an estimated 230,000 people in 
14 countries, to smaller more localised events. The 2011 Japanese earthquake and tsunami, 
which killed nearly 20,000 people, destroyed many industrial facilities, bringing effects on supply 
chains. For example, four large car manufacturers had plants in or near to the destruction zone, 
and the halt in production had knock-on effects for global auto markets.33

  
Extreme weather events, such as storms, flooding and droughts, exacerbated by climate change, 
may also adversely impact logistical hubs and manufacturing processes. For example, Taiwan 
has been suffering from severe drought since 2021, which has impacted wafer-fabrication 
facilities that require vast quantities of water to cool machinery and keep water sheets free of 
debris.34 This has led to Taiwan adopting policies that restrict water use for agricultural purposes 
to ensure that its semiconductor industry has sufficient supply. 35

2.2	 Impacts of supply chain disruption 

In sum, a wide range of crises, both fermented by geopolitical tensions and with potential 
geopolitical impacts, can disrupt global supply chains. The main impacts are as follows:

•	 Time. Disruption delays the speed at which goods can be moved through the supply 
chain. The reliance of many industries on just-in-time (JIT) business and manufacturing 
models, and the complexity of many goods, means the prospect for knock-on effects is 
extensive. 

•	 Product costs. Disruption can lead to shortages in supply, and as demand rises, so can 
the costs of manufactured products.  

•	 Shipping costs. Disruption, particularly when it affects logistical infrastructure or 
transport means, can also raise the demand for shipping capacity. For example, during 
Covid-19, shipping costs rose to US$15,000 per TEU from Europe to Asia in 2021, as 
compared to an average cost of US$1,200. Some retailers even paid as much as 
US$28,000 to move a TEU across the Pacific Ocean during the pandemic.36 Other 
phenomena, such as the Houthi missile attacks on shipping, have also caused shipping 
costs to rise. 

•	 Insurance costs. Relatedly, disruption, particularly involving potential damage to 
property or heightened risk of accidents, will raise insurance costs associated with 
shipping goods.37 

•	 Adaptation challenges and costs. In cases where supply chains will not bounce-back, 
they will need to adapt, which can involve various costs and challenges.

•	 Industrial output decline. Broadly, disruption to supply chains decreases industrial 
output, resulting in a decline in revenue for affected companies and economies. It can 
also result in shortages of certain goods for consumers.38 

3	 Semiconductor supply chain vulnerabilities  
Section 2 explored the nature of geopolitical crises and how these create risks and disruption 
for supply chains. Section 3 focuses on supply chains themselves and their vulnerabilities. 
Combining an understanding of geopolitical crises and their impacts with the vulnerabilities of 
supply chains allows for a more holistic approach to building supply chain resilience. 
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Since the early 2000s, research on supply chains has highlighted the negative impact of supply 
chain disruptions. These include “large financial losses, lost sales and … a negative impact on 
shareholder wealth and operating performance.”39  Considerable research has been devoted to 
analysing supply chain vulnerabilities – where vulnerability is defined as the “degree of fragility of 
a system” 40  – and how these should be managed, yet in practice, it seems that “the vulnerability 
of supply chains to disturbance or disruption has increased”. 41  This statement dates from 2004, 
but remains relevant. 

The problem here lies in the tension or indeed paradox at the core of global supply chains. Efforts 
to create efficiency have essentially also created vulnerabilities. A range of factors, from the drive 
to lower costs and increase efficiencies in production to the need for niche capabilities, have 
pushed companies to rely on: 

	 1.	 actors and specialisms dispersed by geography;
	 2.	 actors and specialisms highly concentrated in certain regions;
	 3.	 a small number of highly specialised partners;  
	 4.	 supply chains that are inherently and sometimes overly complex;
	 5.	 the timely or JIT despatch of goods; 
	 6.	 industrial processes that take a long time to build and reconstitute.

The semiconductor industry provides clear examples of these vulnerabilities, being “inherently 
global, from the skills and economies of individual nations to the interwoven fabric of the 
businesses involved, to the distribution of natural resources.”42 This section explores six key 
characteristics of semiconductor supply chains that have led efficiency to foster vulnerability.

3.1	 Geographical dispersal

To create efficiency, industrial capacity has often become dispersed around the world. Supply 
chains have seen specialised capacity become located in certain parts of the world and goods 
produced and moving between them. 

For example, in the semiconductor supply chain, there is no single country or region that can 
undertake all the stages of the semiconductor manufacturing process to a high level. About 
96% of electronic design automation (EDA) software is produced in the US. Much of the core IP 
is split between the US and Europe. The majority of wafer-production capacity is located in three 
East Asian countries. The US, Japan and Europe host most of the tool production. The bulk of 
fabrication capability is split between the US, Japan, South Korea and Taiwan.43

 
This means that different national-level and regional capabilities are dependent on the 
continued delivery and stability of aspects of the supply chain in different countries or parts of 
the world. Disruption to manufacturing activities in a single country or even at a single significant 
semiconductor company or manufacturing facility can cause knock-on effects down the supply 
chain. For example, semiconductor shortages during the Covid-19 pandemic (Box 2) were in 
part exacerbated by fires at two Japanese factories. In March 2021, fire at a Renesas production 
plant destroyed 5% of the clean room space. This is significant for a company responsible for 
30% of the global market for microcontroller units used in vehicles.44  Furthermore, the Renesas 
factory had been helping to relieve pressure on supply following an October 2020 fire at an Asahi 
Kasei Microdevices semiconductor plant, which paused output for at least a year.45



Institute of Strategic & International Studies (ISIS) Malaysia Policy brief

15

The geographical dispersal of aspects of the supply chain and need to transfer raw materials, 
semi-finished products and finished products from one facility or country to another creates 
vulnerabilities. Many of the risks discussed in Section 2, particularly wildcard events, impacted 
on logistical routes and nodes. Avoiding disruption is key to the smooth operation of logistical 
nodes, and shipping and air transport.

3.2	 High regional geographical concentration

The geographical location of key elements of the industry creates vulnerabilities. Many elements 
of the semiconductor supply chain are in the Asia-Pacific, an arena for high-technology as well 
as strategic competition between the US and China. The manufacturer of 60% of chips and 90% 
of the most capable is Taiwan and given cross-strait tensions under the one China policy, the 
risk of escalation and military action remains a concern.51  The US and China, along with their 
allies and partners, have been indulging in a “chip war” for control over this critical technology 
(Box 3), which has affected many manufacturing states in the region. Other functions are also 
heavily concentrated in the region, such as wafer production, fabrication and tool production. 
Beyond geopolitical concerns, other natural risks are also high in the region, including major 
fault lines, creating the risk of earthquakes and tsunamis.

  Box 2. Covid-19 and semiconductor shortages, 2020-2023 

The pandemic caused unprecedented disruptions to supply chains worldwide. This was 
particularly visible in the semiconductor supply chains, with a global shortage beginning 
in late 2020 and lasting into 2023. The shortages were caused and exacerbated by a range 
of factors, including the surge in demand for IT equipment as many worked from home 
during the pandemic; developments in the US-China “chip war” competition (Box 3); 
growth of cryptocurrency mining activity; and the war in Ukraine.

Several “wildcard” events further squeezed supply. A drought in Taiwan reduced much-
needed water used in manufacturing processes and two fires in prominent Japanese 
plants disrupted production extensively.46  A winter storm in Texas shut down saw facilities 
for several months.47  

At the centre of discussions of vulnerability and disruption, particularly related to the 
semiconductor supply chains, was JIT practices.48 Driven by efforts to cut costs, these 
involve the purchase of goods with shorter lead times, seeing manufacturers keeping less 
inventory and incurring lower storage costs. 

The pandemic exposed supply chain vulnerabilities and saw states and businesses work 
towards building further resilience. The uniqueness of the crisis made it hard to use 
previous learnings but the need for a proactive approach was felt across the industry.49  
For JIT practices, industry increased buffers by keeping larger inventory.50 The need to 
foster resilience was acknowledged widely.  

Source: KCL’s analysis
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3.3	 Reliance on a handful of partners

Expertise and capability are also highly concentrated in a small number of countries and, in 
some cases, companies. The importance of Taiwan obviously creates vulnerabilities. More 
specifically, Taiwan Semiconductor Manufacturing Corporation (TSMC) is often cited as the 
manufacturer of 90% of the world’s most advanced chips.56  

  Box 3. ‘Chip war’: 21st century struggle over semiconductors 

“Chip war” describes the geopolitical competition over the production of semiconductors 
and will be crucial to determining technological dominance and superpower status in 
this century. While states have competed over the technology as long as it has existed, 
the first signs of this new era of competition were seen in October 2022 when the Biden 
administration announced the implementation of export restrictions on advanced 
semiconductors and chip-manufacturing equipment. A year later, the US released a 
new set of rules that tightened the 2022 export control measures, combat loopholes that 
emerged and expanded the entity list. These restrictions were aimed at handicapping 
China’s ability to produce advanced semiconductors that could threaten the American 
technological dominance.  

Biden’s export controls have had serious implications on the global semiconductor 
supply chain, creating disruptions and opportunities across the Indo-Pacific. Ironically, 
countries facing the most disruptions are US allies, such as Japan and Korea. Tokyo 
has consistently faced US pressures to follow suit by implementing restrictions on 
semiconductor-related exports to China,52  while Japanese chip firms struggle to regain 
their global tech leadership in a highly competitive environment. South Korea has also 
faced a dilemma between its key security ally and China, its largest semiconductor 
trading partner.53 

The most obviously impacted by the chip war’s disruptions is China, which has responded 
with its own measures, including the Micron ban and export restrictions on critical 
minerals crucial to semiconductor production. Biden’s export controls have prompted 
companies to pursue China Plus One strategies, whereby supply chains are diversified 
out of China to reduce risks and protect against shocks.54 On the other hand, the chip 
war has created opportunities for some countries in the Indo-Pacific. The push for China 
Plus One has shifted investment flows into India, Vietnam and Malaysia,55 which have 
less advanced semiconductor production capabilities and, therefore, thought to be less 
controversial bases in the context of the chip war. 

Current US President Donald Trump aims to continue constraining China’s position 
through export controls and tariffs. At the time of writing, the second Trump administration 
has both tightened and loosened export controls on chip exports, although no definitive 
measures have been announced amid ongoing US-China trade negotiations. 

Source: ISIS Malaysia’s analysis
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The importance of a small number of firms (oligopolies) and, in some cases, one single firm 
(effective monopolies), also creates vulnerabilities. For example, the top five semiconductor 
manufacturers contribute around 75% of global value-added, giving them disproportionate 
power to affect the supply, and compounding the impacts of any disruption.57  

ASML Holding in the Netherlands is the only manufacturer of extreme ultraviolet lithography 
(EUVL) photolithography machines used to manufacture the most advanced chips.58 The 
machines are so specialised that only around 140 machines have been produced in the past 
decade, with each one retailing at US$200-300 million.

3.4	 Complexity 

The semiconductor supply chain is “remarkably complex”.59 The supply chain is constantly 
evolving and most entities within it have limited visibility of the supply chain and even less 
control over it. This creates vulnerabilities because it is challenging for states and businesses 
to understand the vulnerabilities and risks. 

3.5	 Reliance on just-in-time models 

The widespread use of just-in-time (JIT) models also compounds the risks of disruption.60  
Efficiency is the objective, yet it places even more emphasis on smoothly functioning supply 
chains. The dispersion of specialised functions across different companies and countries 
complicates semiconductor supply chains, while exposing them to potential disruptions and 
increasing their vulnerability.

3.6	 Time to reconstitute and bounce back

The nature of semiconductor technology creates supply chain vulnerabilities. Semiconductor 
technology is incredibly complex, has high barriers to entry, and capability takes huge financial 
investment and long-time scales to constitute. For example, semiconductor fabrication plants 
can take years to establish and cost billions. They also rely on high-end equipment subject 
to export controls. Skilled labour is hugely important and, in many countries, in short supply. 
This creates vulnerabilities because it makes backfilling for lost capacity more challenging and 
prevents states or companies from responding quickly to shocks and disruption. 

4	 How to build supply chain resilience  
Given the wide array of geopolitical crises that can impact on semiconductor supply chains and 
their inherent vulnerability, it is important to consider how to reduce risks in this area. Here, the 
concept of resilience has risen to the fore, which in the context of supply chains can be defined as 
“preparedness for unexpected disruptions, which includes their ability to respond to, and recover 
promptly from prospective disruptions and return to their normal state or improved state.” 61

 
There are many different actions that states, governments and businesses can take, and are 
already taking, to enhance the resilience of their supply chains, such as devising new approaches 
and tools to navigate and manage crises, while reducing their vulnerabilities.
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4.1	 Supply chain resilience framework 

A supply chain resilience framework, developed by the UK Department of Business and Trade, 
highlights five “options” for strengthening long-term resilience, recommending that multiple 
options, or indeed all, be pursued at once (Box 4). The UK’s role in semiconductor supply chains 
is mostly related to R&D and intellectual property.

The US, which has substantial interests in most stages of the supply chain (besides wafer 
fabrication), takes a slightly broader view of resilience. As a Biden administration executive 
order (EO) dated June 2024, which at the time of writing remains in force under the Trump 
administration, notes:

“More resilient supply chains are secure and diverse. Characteristics of resilient supply 
chains include greater domestic production; a diverse and agile supplier base; built-in 
redundancies; a reliable transportation system; secure critical infrastructure; adequate 
stockpiles; safe and secure data networks; reliable food systems; and a world-class, 
globally competitive American manufacturing base and workforce.” 62

The CHIPS and Science Act, passed in 2022 to incentivise domestic semiconductor 
manufacturing and retained under Trump, was formed as a centrepiece to counter China in 
the “chip war” (Box 3) alongside export controls on chips and related production equipment. 
It focuses on building resilience in the supply chain with billions of dollars of funding to boost 
R&D and manufacture of semiconductors in the US, effectively encouraging onshoring.63 

Enacting these and other frameworks to strengthen resilience requires a shift from some of the 
historical tenets and thinking about semiconductor supply chain development, most notably 

	 Box 4. UK Department for Business and Trade’s supply chain 
	 resilience framework  

1.	 DIVERSIFICATION. Identify alternate sources of supply to create flexibility in the 
supply chain. 

2.	 INTERNATIONAL PARTNERSHIPS. Work with international partners to identify 
common challenges and strengthen the resilience of international supply chains 
and systems. 

3.	 STOCKPILING AND SURGE CAPACITY. Identify where it may be beneficial to 
hold stocks or strategic reserves of components or goods which are vulnerable 
or at risk. 

4.	 ONSHORING. Identify whether increasing or expanding domestic capacity might 
be helpful in reducing risks. 

5.	 DEMAND MANAGEMENT. Identify whether it may be beneficial to manage the 
demand for a product considering substitutes and alternatives, innovation and 
circularity.

Source: Government of the United Kingdom (2022)
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the notions of adequate and unchallenged resources and cost-driven approaches.64 Key 
stakeholders must now acknowledge that significant and prolonged supply chain disruptions 
may occur more regularly. As a result, future supply chains will need to be more dynamic and 
adaptable, with the ability to be reconfigured rapidly. Here, a delicate balance must be struck 
between efforts to increase resilience and the need for cost efficiency.65 Achieving this will 
require the adoption of new supply chain management practices that provide deep real-time 
insights into supply chain risks and interdependencies.

4.2	 Supply chain visibility 

Accurate and timely information is essential in preparing and responding to a crisis. In the 
supply chain context, key information includes inventory levels, production processes, orders, 
purchasing plans and shipping status. The ability to track these elements at every tier is 
commonly referred to as supply chain visibility (SCV).66  Developing capabilities in this area could 
improve the resilience of supply chains, through anticipating potential issues and bottlenecks, 
and supporting proactive mitigating actions.

However, this has proven to be a challenging task across all sectors, as highlighted by a McKinsey 
survey in 2021, which found that only 2% of companies had visibility of their supply chain 
below the second tier.67 Without SCV up and down the supply chain, the impact of crises can 
be magnified, as demonstrated during the Covid-19 pandemic, which resulted in “insufficient 
visibility in supplier operations resulted in a major disruption in production at the buyers’ end” in 
the semiconductor context.68 

Efforts to improve SCV have accelerated in recent years, driven by a growing recognition of its 
importance following crises like Covid-19, as well as the availability of new technical tools and 
information systems that, if harnessed properly, have the potential to illuminate the extended 
supply chain. These include radio frequency devices (RFID), which are increasingly being used 
throughout the supply chain, to provide real-time data on raw materials and goods. Emerging 
technologies, such as AI and blockchain, could also be SCV game changers. The former can be 
used to extract and analyse vast quantities of data from a wide range of disparate data sources, 
while the latter can support the creation of a “trustworthy and tamper-proof audit trail”.69 

However, despite the promise of new technologies, for these to be effectively leveraged on, there 
needs to be increased information sharing both internally and externally up and down the supply 
chain. According to a recent Delphi study, there exist a few challenges, common to many sectors, 
that limit supply chain information sharing.70 These include a lack of standardised systems and 
technical standards, concerns that sharing information might lead to a competitive disadvantage 
and organisational cultures that prioritise information protection.71  

5	 Semiconductor supply chains: the case of Malaysia  

5.1 	 Overview of Malaysia’s semiconductor industry and trade flows 

The Malaysian case provides further insights into supply chain vulnerabilities and resilience 
in the context of semiconductor manufacturing. The country is a medium-sized player in the 
semiconductor industry yet has one of the highest intensities of semiconductor trade in the 



Institute of Strategic & International Studies (ISIS) MalaysiaPolicy brief

20

world, based on percentages of national trade flows. After providing some context on the 
Malaysian semiconductor industry, this section considers risks posed to resilience and risk-
mitigation efforts.

The Malaysian semiconductor industry, established more than five decades ago, has emerged 
as both a major driver of the economy and a critical node in global semiconductor supply chains. 
In 2023-24, the sector contributed to almost 6% of GDP72 and more than a third of approved 
foreign direct investment,73 overseeing substantial growth compared with the pre-pandemic 
period (Fig. 1). 

Since Malaysia’s first free trade zone in Penang state in 1972,74  Malaysia has established a 
foothold in the back-end segment of the semiconductor value chain. Today, the country has a 
strong global presence in semiconductor component manufacturing, as well as in assembly, 
testing and packaging (ATP) of microchips (Appendix A provides an overview of the semiconductor 
value chain), mainly in the northern Penang-Kulim cluster.75
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	Fig. 1. The semiconductor industry contributes 6% to Malaysian 
GDP and more than a third of FDI flows
Total value-added and approved FDI inflows into the semiconductor industry (US$ 
billions, left) and industry contribution to annual GDP (%, right), 2019-24

Source: ISIS Malaysia’s calculations based on Department of Statistics, Malaysia (2023 and 2025) and various 
Malaysian Investment Development Authority annual reports 
Note: Value-added figures represent the summation of two categories of goods as defined by DOSM, namely 
“electrical equipment” and “electronic components & boards, communication equipment and consumer 
electronics”, which include the semiconductor industry and ancillary industries within the broader umbrella 
of electrical and electronic products. Approved FDI figures refer to “electronic components” alone, which are 
available only up to 2023 at the time of writing.
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Trade data reinforce Malaysia’s criticality to the global semiconductor market. Semiconductor 
products constitute 27% of its total exports in 2024 (Fig. 2), a trading intensity that is unmatched 
in all but four countries (Appendix B). With almost US$85 billion in exports of semiconductor 
products, Malaysia ranks as the world’s sixth largest semiconductor exporter, surpassing major 
economies like the European Union, Japan and the US in both absolute and relative trade flows.

Malaysia’s trading partners in semiconductor products are global, largely reflecting a combination 
of market size and proximity. Five key players – ASEAN, China, the US, the EU and Taiwan – account 
for about two-thirds of Malaysia’s semiconductor exports (Fig. 3) and 80% of imports (Fig. 4). The 
other major East Asian economies – Hong Kong, Japan and South Korea – also feature in the top 
10 across both exports and imports. This overall share has remained largely stable since the pre-
pandemic period, though there have been shifts in individual economies’ relative contributions 
in line with broader macroeconomic ebbs and flows.

It is important to note that neither of the two primary players in the chip war (Box 3), namely China 
and the US, ranks as Malaysia’s largest semiconductor trading partner in exports or imports, 
underpinning its relative economic non-alignment in the major power rivalry. Instead, ASEAN is 

Fig. 2. Malaysia’s semiconductor exports total $85 billion, making 
it the sixth largest exporter

Semiconductor trade by value (US$ billions, left) and share of total exports (%, right)

Source: ISIS Malaysia’s calculations based on UN COMTRADE (2025) Note: Henceforth, and unless otherwise 
stated, “semiconductors” refers to the sum of all products bearing the four-digit codes 8541 and 8542 in the World 
Customs Organisation’s Harmonised System of tariff and trade classification in line with convention.
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the largest destination for Malaysian semiconductor exports while Taiwan is the biggest source 
of imports, both of which have grown in importance since the pandemic. As it stands, Malaysia 
does not appear to be overdependent on any individual economy for semiconductor trade in the 
aggregate, which could provide a buffer in the event of an escalation in trade tensions.76 

Malaysia’s criticality to semiconductor supply chains is further reinforced by its centrality to both 
American and Chinese trade in the sector. The US imports more semiconductor products from 
Malaysia than from any other trading partner, surpassing Taiwan and mainland China (Fig. 5). 
From China’s perspective, Malaysia is its third largest importer and fourth largest trading partner 
in semiconductors (Fig. 6). It is, therefore, no coincidence that supply chain diversification since 
the start of the US-China trade war in 2018 has placed Malaysia on the radar as an alternative for 
companies looking for a viable China Plus One destination.77

Fig. 3. ASEAN is Malaysia’s 
top semiconductor export 
partner

Exports by key partners (% of total 
semiconductor exports), 2018-24

Source: ISIS Malaysia’s calculations based on UN COMTRADE (2025) 
Note: Henceforth, applicable jurisdiction names reflect ISO 3-digit or adjacent conventions. Figures for China refer 
to mainland China. ROW refers to the rest of the world.

Fig. 4. Taiwan is Malaysia’s 
largest source of 
semiconductor imports

Imports by key imports (% of total 
semiconductor imports), 2018-24
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Fig. 7 provides a disaggregated picture of Malaysia’s semiconductor trade flows at every 
stage of the sectoral manufacturing supply chain (Appendix C breaks down the export and 
import decomposition). China is the dominant trading partner only in the acquisition of raw 
materials for semiconductor components – accounting for more than half of Malaysia’s trade 
in silicon, germanium and gallium – a consequence of Chinese dominance in critical mineral 
production.79

Fig. 5. Malaysia is the US’s 
largest trading partner in 
semiconductor products

Largest US semiconductor trading 
partners by export and import flows 
(US$ billions), 2024

Source: ISIS Malaysia’s calculations based on UN COMTRADE (2025)
Note: Reported American and Chinese imports from Malaysia may not be directly comparable to Malaysia’s 
reported export figures in Fig. 3 and 4 due to methodological differences.78 

Fig. 6. Malaysia is China’s 
4th largest trading partner in 
semiconductor products

Largest China semiconductor 
trading partners by export and 
import flows (US$ billions), 2023
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As the supply chain moves downstream, trade patterns become more diversified. In other 
words, beyond raw materials, no one country has more than a 50% share of Malaysia’s exports 
or imports at any stage of the semiconductor supply chain. This is partly because specialised 
inputs and equipment for wafer and component production are sourced from a broader range of 
countries in line with the geographic concentration of the supply chain in specific processes.81  
The trend largely continues further down the supply chain, where ASEAN, China, the US, the EU 
and Taiwan are all notable partners in Malaysia’s trade in intermediate semiconductor devices 
and final electronics. 

From the perspective of investment, while approved FDI figures tend to fluctuate based on 
trends in the cyclical semiconductor industry, the post-pandemic years have seen an uptick in 
new projects and expansions from multinational corporations (MNCs). Table 2 provides a non-
exhaustive list of MNC-backed semiconductor facilities that have opened in Malaysia since 
2022, revealing a balanced portfolio of investment from the EU, the US, China and Taiwan, 
among others. Diversification also largely extends to domestic direct investment. Analysis by 
The Edge on the geographical exposure of Malaysian public semiconductor companies reveals 
that less than a third are reliant on just one market, whether it is China, Singapore, Taiwan or 
the US, for more than half of their revenue.82  
  

Fig. 7. Malaysia has a diversified mix of semiconductor trading 
partners at most stages of the supply chain, except in raw materials

Composition of Malaysia’s semiconductor trade by key partners at each stage of the 
supply chain (% share of total trade at every stage), 2024

Source: ISIS Malaysia’s calculations based on UN COMTRADE (2025) Each stage of this supply chain consists of 
6-digit HS codes adapted from mapping exercises by OECD (2019) and AMRO (2024).80
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The Malaysian semiconductor industry is closely integrated into global supply and value 
chains, particularly through backward linkages whereby imported inputs are used to produce 
exported goods.83 The country has established itself as a critical player in the semiconductor 
market, as evidenced by the scale and volume of its back-end manufacturing processes. Its 
diversified network of sectoral trading and investment partners provides a degree of resilience 
against supply chain disruptions. However, as a small and highly open economy,84 Malaysia 
remains vulnerable to both external and internal risks that could challenge its resilience, as the 
next section explains.

Source: ISIS Malaysia’s tabulations based on various news sources, adapted from Lee, J. (2024). Southeast Asia 
and the Chip Wars: Navigating a Decoupling World. Singapore: ISEAS-Yusof Ishak Institute. https://fulcrum.sg/
southeast-asia-and-the-chip-wars-navigating-a-decoupling-world/

	 Table 2. Many of the recent semiconductor facilities in Malaysia 
	 are set up by European and East Asian companies

	 List of major semiconductor facility openings in Malaysia since 2022

Year Company Country Type of facility and location 
2025 Neways

JHT 

ASE Technology 
Holding

NLD

CHN 

TWN 

Manufacturing facility for advanced modules in Selangor

Manufacturing facility for test handlers in Penang 

5th Penang plant for ATP activities, including advanced 
packaging 

2024 Infineon 

Benchmark  

Elna 

Melexis 

AT&S 

Ferrotec 

GER 

USA 

TWN 

BEL

AUT 

JPN

Silicon carbide power fabrication plant in Kulim 

4th Penang facility for semiconductor capital equipment 

2nd Penang plant to manufacture printed circuit boards 

Wafer testing facility in Kuching 

Facility in Kulim to produce substrates for chip packaging 

Material fabrication for equipment in Kulim 

2023 Bosch 

AEM 

GER 

SIN

Automotive chip testing facility in Penang 

Semiconductor testing and handling facility in Perai 

2022 Simmtech KOR Substrate and PCB manufacturing facility 
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5.2 	 Semiconductor supply chain risks and vulnerabilities in Malaysia 

Building on the typology of crises outlined in Table 1, this section assesses key risks that 
could threaten the resilience of Malaysia’s semiconductor industry. While multiple risks exist, 
the most immediate and consequential stem from intensifying economic and technological 
competition (Table 3). Malaysia also faces challenges related to geopolitical uncertainty, 
structural vulnerabilities and external disruptions that could impact on the industry’s long-term 
stability.85  Of course, wildcard events like those described in Box 1 could also occur but are no 
more likely to cause disruption to Malaysia than other elements of global supply chains.

	 Table 3. Assessment of the likelihood of crises and their impact on 		
	 Malaysia’s supply chain resilience

Crisis 
origins

Phenomenon Likelihood Impact Examples and remarks

Human 
(geopolitical 
effects)

Conflict
(regional or 

global)

L M-H The Ukraine war prompted 
raw material stockpiling and 
diversified procurement, which 
may have long-term implications 
on the industry86

Conflict
(between 

regional actors)

L-M H Escalation of tensions in the 
South China Sea or outbreak of 
conflict in the Taiwan Strait may 
disrupt shipping lanes

Grey-zone 
activity

M L Potential harassment by Chinese 
vessels in the South China Sea 
may interfere with freedom of 
navigation and escalate tensions

Terrorism L L Low risk of terrorism, particularly 
those directly targeting supply 
chain infrastructure

Economic and 
technological 
competition

Occurring M-H Expansion of Trump tariffs to 
Malaysia; major powers scrutinise 
Malaysia’s foreign policies for risk 
aversion

Labour-related 
issues

Occurring L-M Skilled labour shortages may 
cause disruption

Wildcard 
events

L L Similar risks faced by facilities 
and infrastructure elsewhere in 
the world.
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	 Source: ISIS Malaysia’s analysis based on KCL’s typology
	 Note: L=Low, M=Medium, H=High

Crisis 
origins

Phenomenon Likelihood Impact Examples and remarks

Natural 
(second 
order 
geopolitical 
effects)

Natural 
disaster with 

regional/
localised 
impacts

M-H H Sea level rise crippling Malaysia’s 
port infrastructure

Escalating trade war and tariff risks

On 2 April 2025, the second Trump administration announced the introduction of “reciprocal” 
or country-specific tariffs on almost every nation, as well as a blanket 10% tariff on most US 
imports.87 After a series of pauses and negotiations, Malaysia was assigned a tariff rate of 19%, 
which first came into force on 1 August88 and was later formalised on 26 October in line with the 
Agreement on Reciprocal Trade (ART) between Washington and Putrajaya.89  

At the time of writing, Washington’s proposed tariffs notably exclude imports of selected 
semiconductor products and related electrical equipment. These exemptions amount to almost 
81% of Malaysia’s total semiconductor exports to the US and 45% of its total US-bound exports 
as of 2024 (Fig. 8), potentially muting the immediate impact on the sector’s trade prospects. As of 
October 2025, the US trade-weighted tariff on Malaysia’s semiconductors stands at 4.6%, rising 
from the pre-tariff effective rate of 0%. 

Fig. 8. More than 80% of Malaysia’s semiconductor exports 
exempted from Trump’s ‘reciprocal’ tariffs as of October 2025

Value of Malaysia’s semiconductor exports exempted from ‘reciprocal’ tariffs (US$ 
billions), 2024

Source: ISIS Malaysia’s calculations based on UN COMTRADE (2025)
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The medium-term impact of the White House’s trade policy on Malaysia’s semiconductor industry 
will depend on the extent to which the exemptions remain in place. At the time of writing, the 
Trump administration has indicated that separate product-specific tariffs will be introduced for 
semiconductors in line with Section 232 of the Trade Expansion Act, similar to those imposed on 
automobiles, steel products and pharmaceuticals.90  

A full quantitative analysis of potential semiconductor tariffs is beyond this report’s scope, given the 
uncertainty over the scope and depth of these tariffs.91 However, Trump has floated the possibility 
of a 100% duty on semiconductor imports, with exemptions for companies with a manufacturing 
presence in the US.92 The mechanics of exemptions for reshoring production to the US remain 
unclear, but given the significant presence of American multinational companies, such as Hewlett-
Packard, Intel, Micron and Texas Instruments, operating in Malaysia’s semiconductor ecosystem, 
the impact on the sector’s trade and investment may be muted by such exemptions.93 

At the same time, the US has highlighted that it may “positively consider” the ART with Malaysia, 
including “taking [it] into consideration” as part of its trade actions under Section 232.94  This further 
suggests that at least some semiconductor exemptions may be preserved for Malaysia, thereby 
minimising any substantial negative substitution effect, in which Malaysian semiconductors 
become relatively less competitive than competing exports to the US from elsewhere.

Risk of supply chain bifurcation 

Beyond tariffs, another risk factor is technological competition, specifically the potential bifurcation of 
semiconductor and adjacent supply chains. While the US and China have thus far primarily imposed 
export controls against each other,95 it is increasingly likely that the two countries will attempt to limit 
third countries’ ability to access key resources based on geopolitical considerations.96 

As a China Plus One destination,97 the push for diversification has so far benefitted Malaysia.98  
Accordingly, it has maintained a “neutral position” on these unilateral restrictions to date.99  
However, if the rivalry intensifies and begins to target third-party countries, bifurcation will put 
pressure on Malaysia’s longstanding policy of nonalignment and force it to choose a side. As a major 
semiconductor exporter, this will inevitably pull Malaysia into the chip war, which will have significant 
implications on its industry and further pressure on its foreign policy.

Greater scrutiny over Malaysia’s foreign policy

Malaysia’s non-alignment makes it an appealing FDI destination, as it is conducive to a stable 
and low-risk business environment. Although Malaysia has long enjoyed a strong relationship 
with China, there have been speculations in recent years that it is aligning with Beijing.100 This 
perception is fuelled by Malaysia’s interest to join the BRICS grouping, which is often assumed 
to be China led.101 Malaysia’s bid for BRICS has also led to more high-level interactions with 
Russia in 2024, when Russia chaired the bloc. While an assessment of Malaysia’s alignment is 
beyond the scope of this report, perceptions of its foreign policy orientation carry implications 
for investor confidence, particularly amid heightened geopolitical scrutiny of the semiconductor 
supply chain. Although these perceptions have not affected FDI to date, it may shape long-
term strategic considerations. Before the chip war, Malaysia’s foreign policy was rarely subject 
to such close scrutiny. This is especially delicate, given that the US is a major source of FDI, 
including in semiconductors. 



Institute of Strategic & International Studies (ISIS) Malaysia Policy brief

29

Talent shortages as a structural vulnerability

According to industry stakeholders, Malaysia has a shortage of high-skilled talent to satisfy 
growing semiconductor industry demand. The government states that the sector needs 50,000 
engineers annually in line with rising investments, yet local public universities produce only one-
tenth of that figure.102 A 2022 survey by the Malaysian Semiconductor Industry Association found 
that less than 1% of Malaysia’s workforce in the sector had an advanced degree, with two-thirds 
of the talent and skill gap driven by insufficient industry-ready engineers.103

  
Related challenges include high turnover and brain drain of local engineers to countries perceived 
to have better employment prospects, such as Singapore.104 These threaten the resilience and 
continuity of the local semiconductor industry by complicating efforts to attract investment and 
enhance Malaysia’s positioning in more advanced segments of the value chain. 

Maritime and logistical risks

As a maritime nation, Malaysia depends heavily on shipping routes to transport goods, with more 
than 90% of the freight volume105 and 50% of its trade value taking place by sea, particularly 
through Port Klang.106 As global supply chains become increasingly interlinked, even distant 
disruptions to freight flows can affect the seamless delivery of cargo. The Red Sea conflict in 
2024, for instance, led to temporarily higher logistical costs because of cancellations and delays 
in deliveries.107

  
Additionally, climate change presents a threat to the continuity of Malaysia’s port operations. 
Projections suggest that Port Klang, the town housing Malaysia’s busiest port, is vulnerable to 
sea level rise in the coming decades,108 which could affect both port and road infrastructure.109  

5.3 	 Enhancing resilience  

Several steps have been taken by the Malaysian government and industry to mitigate these 
risks and build resilience in the supply chain to the benefit of businesses and global supply 
chain surety.

Product diversification 

Malaysia’s recent industrial and investment policies emphasise the need to strengthen 
manufacturing resilience through activities that promote greater economic complexity and 
higher value addition. In semiconductors, this means expanding beyond the ATP segment 
by investing in front-end capabilities and advanced packaging110 to reduce dependence on 
cyclicality in any individual segment.

The New Industrial Master Plan (NIMP) 2030 focuses on developing five local integrated 
circuit (IC) design companies in electric vehicles, renewable energy and artificial intelligence, 
and attracting global wafer fabrication companies.111 The 2024 National Semiconductor 
Strategy (NSS) outlines further actions to create a “thriving” end-to-end semiconductor 
ecosystem, including training 60,000 engineers; earmarking funds for research, development, 
commercialisation and innovation; and securing US$110 billion in strategic investments.112  
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Although government fiscal support has been limited,113 progress on these targets has 
materialised on a piecemeal basis, including through the 2024 opening of Malaysia’s first 
IC design park in Selangor114 and a March 2025 federal deal of US$250 million to acquire 
intellectual property from Arm Holdings, a British semiconductor design firm.115 

Trade and investment diversification 

While Malaysia has a globalised network of trading partners, the government has acknowledged 
the importance of continuing to diversify its economic partnerships, particularly as a safeguard 
against the escalation and expansion of the US-China trade war.116 As the 2025 ASEAN 
chair, Malaysia has focused on boosting intra-ASEAN trade to build resilience and promote 
economic integration.117 This includes efforts to develop an ASEAN Framework for Integrated 
Semiconductor Supply Chain (AFISS). 118 

In semiconductors, Malaysia has strengthened its collaboration with Brazil in IC design under 
their joint trade committee, overseeing new memoranda of understanding in 2024 between 
Malaysian and Brazilian research institutes as well as semiconductor industry associations.119  
Malaysia also elevated its relationship with India to a comprehensive strategic partnership, 
outlining greater commitment to science and technology collaboration, including in 
semiconductors, where there are substantial opportunities for policy alignment and R&D in 
line with their competitive advantages.120

As of October 2025, Malaysia ratified a free trade agreement (FTA) with the United Arab 
Emirates,121 concluded negotiations on an FTA with South Korea122 and resumed talks on an FTA 
with the EU.123 Adding to Malaysia’s 16 bilateral and regional FTAs, these arrangements could 
provide scope for deeper global semiconductor value chain integration through provisions on 
economic cooperation, the digital economy and capacity building.

Supply chain management 

Malaysia’s Ministry of Investment, Trade and Industry has announced preliminary plans to 
manage supply chain risk through a proposed traceability platform as part of broader supply 
chain mapping, though the status of this development is unclear at the time of writing.124 At 
the regional level, AFISS was initiated during Malaysia’s ASEAN chairmanship in 2025, but 
details remain brief at the time of writing. It envisions to promote regional coordination in 
semiconductor-related infrastructure, investment, innovation and talent development.125

 
Ultimately, Malaysia’s semiconductor industry is well integrated into global supply chains 
and has largely benefitted from the shifting investment landscape driven by the chip war. Its 
diversified trade relationships and critical role in back-end semiconductor processes provide 
some resilience against shocks. However, risks from trade tensions, talent shortages and 
infrastructure vulnerabilities necessitate proactive mitigation strategies. Malaysia’s non-
aligned stance has served it well thus far, but intensifying geopolitical pressures may test the 
nation’s ability to maintain this balance in the years ahead.
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6	 Conclusion and recommendations    
Semiconductor supply chains are crucial to the functioning of technologies in the modern 
world, yet their vulnerability to geopolitical crises is clear. Building resilience is, therefore, 
hugely important to the future of global economic, social and military activity. This report has 
considered the range of crises that could potentially disrupt these supply chains, including 
those instigated by human activity and natural phenomena with geopolitical implications.
 
The report then highlighted a range of vulnerabilities specific to semiconductor supply chains. 
These include their dispersed nature, regional concentration, the importance of a small number 
of very specialised actors and high levels of complexity. The report has also discussed resilience 
as a concept to mitigate some of these risks.

The Malaysian case is used to explore the risks, vulnerabilities and resilience. Malaysia is a 
key semiconductor producing country and a mid-sized player in the broader semiconductor 
supply chain picture. The case study showcased Malaysia’s interaction with a range of partners 
and investors. Neither the US nor China is the country’s largest partners in the semiconductor 
business. The diversity of partners provides some resilience and Malaysia has largely managed 
to straddle the superpower rivalry rather than “take a side” at this point.

The country faces a range of risks, including many of those explored in Section 2, but these 
mostly surround economic and technological competition. The risks of tariffs and a potential 
trade war are perhaps major risks at this point, and Malaysia may be forced to pick a side in 
the “chip war”. The case study also explored how the Malaysian government has sought to 
enhance resilience, including by diversifying its products and trade and investment, as well as 
undertaking supply chain risk management efforts.
 
Finally, this report seeks to highlight a range of recommendations to enhance supply chain 
resilience in the semiconductor industry, both in terms of broader recommendations as well as 
those stemming from the Malaysian case.

6.1 	 Broad recommendations  

Build and share models of resilience. There is a limited understanding of the resilience 
concept, as well as its operationalisation, among government and industry. While some models 
have been presented (Section 4), they may need further tailoring to specific national contexts. 

Supply chain mapping. The value of supply chain mapping and visualisation is increasingly 
recognised in the semiconductor industry and other sectors. For efforts in this area to lead to 
useful insights in support of enhanced resilience, there is a need to overcome barriers that limit 
the sharing of relevant information up and down the supply chain as well as the greater adoption 
of technologies, such as RFID, AI and blockchain.

Explore new technologies. New technologies may yield insights into supply chains, 
vulnerabilities and resilience. RFID, AI and blockchain could be used to undertake mapping 
of supply chains and powerful if used in combination. For example, RFID can be combined 
with blockchain to provide an auditable and immutable history of a product’s journey, helping, 
for example, to reduce the risk from counterfeits by creating the ability to trace it back to its 
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source.126 AI tools can analyse vast quantities of RFID and other data to build up a real-time 
picture of an extended supply chain. This can then be stress tested through simulating different 
crisis scenarios and seeing how potential disruptions propagate through supply chains.

Red teaming. Red teaming exercises, or those where a group work to identify vulnerabilities, 
could help understand the vulnerabilities of supply chains and the potential impacts of various 
risk scenarios. They could also be used to raise awareness of the vulnerabilities and risks among 
officials and industry players.

Emergency preparedness and contingency planning. Many of the risks, particularly “wild 
cards” (Section 2), involve logistical nodes. Good emergency preparedness and contingency 
planning could help to prepare states and industry for disruption and allow them to bounce 
back and reconstitute quickly. 

Public-private partnerships. The effective understanding of risks and vulnerabilities, as 
well as efforts to build resilience, relies on shared understanding between the government 
and the private sector. Building public-private partnerships is an important way to facilitate 
information sharing and discussion. Emphasis could be placed on building these at a national 
level, perhaps using a third party as a facilitator, such as a think-tank, trade association or 
university research centre.

6.2 	 Malaysian case specific recommendations   

Strengthen diversification efforts to reduce dependence on a single partner. 
Policymakers may need to normalise the notion of operating in a “US plus one” world, at 
least while Washington’s rhetoric remains rooted in isolationism and protectionism. This 
could, for example, take the form of continued regional cooperation in supply chains under 
the Indo-Pacific Economic Framework even without US buy-in, similar to the adoption of the 
Comprehensive and Progressive Agreement for Trans-Pacific Partnership (CPTPP) following 
American withdrawal in 2017. 

Pursue a hedging strategy that minimises risk and maximises opportunities. Putrajaya 
should keep steadfast with a policy of non-alignment, maintaining strong relationships with all 
countries and maximising economic opportunities. This entails continued engagement with the 
US through government-to-government, government-to-business and business-to-business 
channels, even as Malaysia pursues opportunities to diversify into non-traditional markets. For 
instance, the government should ensure there is regular dialogue with the American Malaysian 
Chamber of Commerce to assure investors that Malaysia remains open to quality investment.

Formalise linkages between academia, government and industry. Tripartite cooperation 
under the triple helix model entails greater emphasis on research, development, 
commercialisation and innovation to upskill the workforce to meet industry demand and address 
industry talent shortage. Greater linkages must focus on strengthening data governance and 
sharing to support evidence-based decision-making. One practical way of promoting industry-
government engagement is through regular ministry-led workshops involving crucial private 
sector stakeholders, such as the Malaysia Semiconductor Industry Association.
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Solidify government’s role as facilitator of industrial growth. In the short and medium 
term, the government should ramp up fiscal contributions for NSS and NIMP 2030 as indicated 
in these policy plans to signal state commitment in line with the mission-oriented model of 
innovation. Additionally, Malaysia could explore the possibility of increasing the national stake 
in semiconductor operations through joint ventures with foreign players, which might help 
mitigate risks of sudden or unilateral closures.

Maximise FTAs and related economic arrangements. Malaysia must work towards 
promoting the effective utilisation of its existing FTAs, with a focus on implementing provisions 
that call for capacity building and cooperation. Greater collaboration should be based on 
comparative advantage and policy complementarities across industrial strategies. For 
instance, the UK and Malaysia as parties to CPTPP could deepen semiconductor cooperation 
through efforts to encourage British fabless design companies to outsource segments of the 
semiconductor manufacturing process to Malaysia.
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Appendix A: overview of the semiconductor value chain

The production of semiconductors begins with the design of integrated circuits (IC), a process 
that relies on electronic design automation software and dedicated intellectual property. 
This stage, which results in blueprints outlining the chip’s specifications and requirements, 
represents about half of the semiconductor industry’s total value-added.
 
Next is wafer fabrication, the front-end of chip manufacturing. The designed IC is printed 
onto an 8-12-inch flat piece of silicon (called a wafer) using raw and processed materials and 
specialist machinery in a foundry. This stage accounts for about a quarter of total value-added. 

The third stage is the back-end of chip manufacturing involving assembly, testing and 
packaging. Wafers are cut into individual chips, moulded and packaged onto a printed circuit 
board (PCB), which are then tested for performance and functionality. This stage contributes 
about 5% of industry value-added.
 
Finally, electronics manufacturing services incorporate the packaged PCBs into final 
consumer electronic products.

Source: ISIS Malaysia’s illustration based on Haramboure (2023)

Fig. A1: The semiconductor value chain consists of four major steps 
from design to the final consumer product, decreasing in average 
value-addition along the way

Stages of the semiconductor value chain
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Appendix B: intensity of semiconductor trade by country

Fig. B1. Malaysia has the world’s fifth highest intensity of 
semiconductor trade 

Share of semiconductor trade to total trade flows by country, 2023

Source: ISIS Malaysia’s calculations based on UN COMTRADE (2025)
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Appendix C: Malaysia’s largest export and import partners 
across the semiconductor supply chain

Fig. C1. China is Malaysia’s largest export partner in upstream 
segments while ASEAN and the US are the top export destinations in 
the midstream and downstream 

Composition of semiconductor exports by key partners at each stage of the supply chain 
(% of total semiconductor exports), 2024

Source: ISIS Malaysia’s calculations based on UN COMTRADE (2025)
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Fig. C2. China is Malaysia’s dominant import partner in the 
upstream and downstream while midstream products are 
sourced from a more balanced mix of countries 

Composition of semiconductor imports by key partners at each stage of the supply 
chain (% of total semiconductor imports), 2024

Source: ISIS Malaysia’s calculations based on UN COMTRADE (2025)
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